ialil 1 opaunall allill Systems Embedded Embedded system: computing systems designed ias.l! ialaill)
everywhere are systems! !45s JS 4 Zaenall ialailll purpose specific a for. .cuae o il iaswasll Lo sall
Modern | ST tiacnall iakiilll ciniaf luyiai Embedded 2 Embedded Systems are getting more complex
b &l e Sish e 8skiall duall ol lwll s siad .high-end cars have over one hundred processors
LS WK janlly [ ladiwll! B_}ga.i sae 8sly 5 ..Increasing number ofsensors, actuators, smart control, GUI
fusion data Intelligent F-35 Lightning Il Helmet. .gSJ.Il O] PP PRI EP PN | JPE PN | _JWI:.P.IJ ¢ o Saall
are more ... . addl ;Lusll .Optical Track 8sa e wuis e allii Mounted Display System
Command-and-control network — real-time integration of vehicles, people, <i , Ul ... Interconnected
Geotagging: useful or .ssLlly soladilily oS jall Gasiall sl 8 JalSull _ (Saill g 55043l iSed .command
25Lalt 3y (5 ,alfl Alialll (s wy1all @ Many other examples @ 4 + S aae af wda riéliall wlallall o ?scary
- Transportation— — Etc. CPS — the next evolution CPS Jiill -Medicalsystems £kl 1aL21llt —Grid Power
Cyber-physicalsystems: integration of computation with physical processes. Still build on 5 ! | gkill J
top of embedded computing systems. Interaction with the physical environment is promoted to a “first
famall fpwpall £aliil Jie 5 03 Aslall Sllaall o Oluall JolSi s o Gl 2yl pall 2alulll 5 2454 class citizen
Promotes interaction and integration ." L sl 2aull e ol ge” Jil 2uolall 2yl oo Je Eall 550 0y . s JIsi J!
Classic safety-critical embedded systems: black [ 31 o JoKilly Je il 5350y iadailll e Lillofsubsystems
CPS: white-boxes, open [ ¢l sull Gusliall :allull ia all Zeaglll taliilll iassall <l I o513 boxes

goals Main & Co-design the cyber: :iwug Jl Slaglll guoliaall eloagd! « cull S gis ! ia sidall :protocols CPS
Engineer a [f] alill oo gulally & iS5 Lil 5 ¢ 5 o lsuldl 2320l wauni ¢ and physical part of the system
CPS Several new application only wliwuli CPS applications iw.aia" all Ladaalfl" 7“system of systems
CPS Integrated! &, i Jundy i 1i<an sagaall wligylill e waall Ipossible thanks to the CPS revolution

s il Kie wldace 4,2 Operating room: seemingly connect medical devices, plug-and-play functionality
Smart @ — =Ll i a5 :Wlls Currently: a cable mess — Jusuiilly Jues sill 2841 55 Ly 53 daalall 536211 o
:4SAl AWl 2o .power grid: predict and response to varying conditions in supply and demand of power
An other ignored requirement for sustainable e .islll e Culblly (o yall 85 paiell @ 8l Lylaidlly Sl
CPS Other application are an wliuli CPS applications ...isluiwall 28Uall J alalai o5 AT L ,é energy... 6
sk s Unmanned Arial Vehicles .asilall alulll skai st (_;J;lfl wliglill .evolution of existing systems
Safety 1. 5Lf CPS 8 wllkis CPS Requirements 7 sslll il w < oIl Autonomous Vehicles LS ;. Arial
System failure can [f .yl as ialzilll sia o> Jelass 1.5 All such systemsinteract with the environment
System correctness depends [f] .iaia g il ge allaill Juidl ¢ o<y Of oSy [ .have catastrophic consequences
oo JS e {;Uaﬂl ia.s aaixi .(ON both logical results and the time at which results are produced (real-time
Performance 2. [© Safety is elal .) uiall cudgll &( Lo ] oy milill 4 o6 gill wadlly aibiall gstull

1 # 5, oldhkial! & LJlull .number#1 requirement, but we still need to achieve sufficient performance
Many systems are resource constrained (in either weight, power, [ elsl &Sy L Gadad ] dalay W5 Lo Wisd
il Jadall 2406 ). & ] 2alSall 5T 8 5l1 o o500l 3 ol san( ) gally Basia Zeliilll e wiaall 1 (.COSE, etC

ileaiall a0 ,ill 2ue ,ill 2aLualfl . Interoperability 2. @ Individual subsystems connected by open protocols
CPS 9 CPS design requires wla.axill sasis x4i< CPS as multidisciplinary approach .ia gide «ull o< gig yu
Architecture Computert | CAD & yisuaSIl duwaia ... & olliS CPS pyaai by ...competences in

Siaill FIControl (<xi FEngineering Software «lias ! Luwaia greinilly anall Embedded Design CAD
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Analysis Time-Real® ... plus whatever engineering field(s) u_u_q;ll < ol Julai [fIVerification Formal gn.uu.”
/ pns prosaly oy yo Lwaia )eudllas( Jlaw gf Sl alalll ... .are related to the design of the plant/actuator
.Problem: all such field and subfields have very different design & development conventions Jais
Perhaps we need a new science .lua ddlise 5 ghiy proni olallaial gl due il Jgially Jgiall sia JS i<l
wly a1 CPS Challenges — Design Abstractions SCPS yrewail siua ole I zlisi Loy, ?0f CPS design

We could argue that the biggest design challenge is in abstractions — the entire wlasi CPS - gieunill
proad JSII = 5l (8 S preaill iU uaill ol Jslad of WiSey .ECE design is a stack-based process
Unfortunately, most such abstractions do not directly encapsulate e . u.Sall Lo Lailé idac aECE

bl Uiy @ paali JI ol yaill sia (Bas 16 ¢ Ball ¢ gul :characteristics of the environment such as
Timing— e It is very hard to predict if the «.d si —Criticality ieeglil ~Concurrency gl il :Jie 2! jailas
10 @ glydl o 5all oIS 13] Lay uiill Jan auall s teyber part will meet the requirements of the physical part
The picture below exemplifies a typical sl qeaill 3513 JCurrent Design Flow !galall ¢ 5all wlilkis L,_|_L._“.
oltlall s iSI] oo 58 alliil oo gad prasal 3da3 sUsl 5, guall =i .design flow for an avionic subsystem
Analysis .oldhiall clgiw! o 3iaill Oslhe Julaill [ Analysis is required to verify that requirements are met
Luny dganill aay JI Julaill elya] Sy JI Ican only be performed after implementation. Recipe for disaster
The picture below exemplifies a typical design flow for sl o ewaill 3343 JCurrent Design Flow 11 !4, (s!
Analysis is required .ol uhll s3SIl e 5 alail 2ol prasad 3343 slisl 8, sall s s .aN avionic subsystem
Analysis can only be .wldhiall cliiw! e 33aill O slla Julaill .to verify that requirements are met
12135, K1 Ldn g L dgdiill way JI Jubaill clyal Sy JI !performed after implementation. Recipe for disaster

& +In 2007, 12 F-22s were going from Hawaii to Japan 3 sise: wiSuyl ! Reliable CPS: notso much! CPS
< i . All 12 experienced multiple crashes .o Ll ] lsla oo 4422022F — 515k oo 8,ils 12 <uilS < 2007 ale
[FIsubsystems fuel NO o 3 sl dye 43 FNY] 121 JI Fnavigation No dalls aa gy JI -8sanie Balsal 12 J1 ppaa

help t'didn Rebootingsl F-22 has 1.7 million e lui o Jyadill 3sle] lcommunications Limited 8s gase wulllail
F-22 Raptor CPS Challenges- Safety .iias yll 5iai22F - wlaglaill oo ylow o ale 1.7 (le .lines of code
iyl .Safety is hard to guarantee in interconnected and interdependent systems 14 dallill — CPSw s
JLadlll .Do not trust communication channels .1 . & iallul Hlas cirny 5 5 ol Ladulll 5 aldly day!

Ex: medical plug-and-play initiative is looking to interconnect medical devices [ . < i J! 5 s <l is
alaatwly bl 5}@A.Jfl by ikl Jadally Jys gill 8 ol allaii :JUal! Juw e [ .using wirelesstechnology
als 3] wany 3l :al<iall [ ?Problem: what happens if somebody jams the signal [ . 4SLul¥! L ol gi<ill
safe independently be must subsystem. .Jaiwe J<uiy Ll oA a ki JS 0 o iy S, Ly gy Lo and
Users are an (unfortunate) part of the [« . < i J! 5 ¢ aasiwall 35 .Eachi 2. Do not trust the users

Users are very error prone: over 90% of avionic accidents [f] & seudiwall ¢ 3a( luwbe ) Lalzalll, .systems
ol Ll e 1l o LIl ulsa e 907 ST oo slaall £ 50 o senaiwall | .are caused by flight crew/controllers
s Glaa allaill e claad aaaiuall System must be protected against user mistakes . Saill wlaa g / (Slall
& 31 J! Do not trust lower-criticality subsystems. .4 .3 Lallull - CPSwluai CPS Challenges- Safety
o+hii 5l © .Medical pacemaker composed of multiple subsystems 1 .icadaiall daglil 15 2y jill Zalalll

© Life—critical functionalities: base pacing, wiring, battery [ .ssasis Zue ,i Lobiil o o o< bl lall ol
Non-critical functionalities: adaptive pacing, logging, © & ,Uagd! « il ¢ fyusludil el 3lall 4y gin 35U
clllaily ¢ daeydly ¢ Jiawilly ¢ L3Sl Lo yull iia all 42 85U 6IF ) . programming, RF communication
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Pacemaker 15 CPS .sLall ¢ ,all e 8l alliill 44laa 9. Protect life-criticalsubsystem [ . {SLud¥ wlso yill
Lalailll & &1 JI Do not trust lower-criticality subsystems. .4 .3 Lallull - CPSwlaai Challenges- Safety
@l s (235 5l 11 .Medical pacemaker composed of multiple subsystems [5] .Ladaiall iaglll 13 Lo L4l
il 5 ¢ Life-critical functionalities: base pacing, wiring, battery [ .35aais dic )3 Lalaif o OsSiy L;!_IQJI sl
Non-critical functionalities: adaptive pacing, logging, [ & ,Uad! « SlLuit Z.yul_au.lfl Loyl Blall 4 gun
clllaily ¢ daeyudly « Jiawills ¢ L&l de yuull idaall e (&6 lT [ .programming, RF communication

Séaill Pacemaker 16 .5l GJ;H gcful ‘,Uajl Llaa [ .Protect life—criticalsubsystem [¢] . SLul¥ oy yill
L“;M,JJI Sdaill S yauni S4allull ?Certification & Verification 17 How do we ensure safetyslaialll g

Prove (mathematically) that the [ ¢l 73 god LaLil¥. .Verification Formal 1. [« Build a model of the systems
Problem#1: no ¢ .iellull jailias Gasy i allaill of )lusl,( il ¥ .system satisfiessome safety property
Problem#2: model is not ¢ 4Ll allill yya 73 gai g JI 12 # <iall 11.good model for the whole system
Certification 2. &1 Usually a process-based salgis dSuiall # 2: 73 soill Lul 1. .implementation

il <8 L 3sle . mechanism: show that you have performed all process step according to some standard
testing. .2ai<e wl)lial cacaly b ssle ulaall Gaad By s5ba ollaall gan ey yaf a8 ol il aylaall e 205l
- CPS wluai expensive Verysl CPS Challenges- Integration. .lua (8l Flextensive includes Typically

Lo allill apani asy Putting the system together is much more challenging that implementing the J.(Sil!
subsystems individual Quiz (avionic systems): can you guess. i il e il Lalailll 385 e &y srm ST
Al Graad eliSay Ja 1)kl ol s iUl 2alul( ,Lial 2what % of $ goes in implementation vs debugging
r>ai Debugging & Verification %80 iiii Implementation %20 $rsiai Jilie iydiill & adi 9_1_Il $ oo Lsinll
Individual productivity @ k!l «slis ;i<I] 4 sk 241<5 Avionic Development Cost iailly < Laalil

Lyl Olaglaill e W iy - dallull 230,801 445 wil]l @ forsafetycritical code is reported as 6 lines/day

776 =6/ show ¢, 51LF22: 1.7 million lines / 6 = 776 man-years — 1.7 22:F — 18 la sy / Jlowl 6 il Jle 2a,all
Wiy gS.U.AfJJlJ.: 5lls 66.7 ey ...Perhaps the US$66.7billion program cost is not a surprise — Jee &iw
idoe Cyrwai ciay af =l4ll ;« @ ...Clearly the design process must be improved e ... slalie gelid!
The biggest wLaaiCPS — «udsilly 44ill 46lS.] CPS Challenges- Timing Predictability ... giewaill

The lowest abstraction layer (transistors) is pretty . <! @, leaall suaill Larchitectural challenge

Syl i - Leia s )l giw il Ay yad Ak u_uf .deterministic — we know how to compute exact timings
u_L«_Ifl wlsiwall oli ¢ 3 ey .However, higher levels lose all concept of timing .a&8all @ik gill olua 24,
il Lska ...Deep pipelining, caches, out-of-order and speculative execution [ . sill pogde JS a8k

¢ Jadll ¢ lyall z3lai 81 ... Thread models, locking, interrupts [¢) ...dud05 &4 ) Liaslly i yill 75l ¢ palaall ¢ ddgaall
This is fine for general purpose computing, but not for CPS — the physicalsystem uses real ... wlakliall
by Prof. Edward) ! Jladll cugsll solell alaill asstuyCPS — J ud oSl « Zalall Galyaly 2w sall wa 13a ttime
We need to ensure that wLuaiCPS — «udgilly 5uiill 4ilKse! Lee) 19 CPS Challenges- Timing Predictability
computation alwaysfinishes within guarantee time windows-> We are interested in worst-case

Lie) wlyid oy gund o Lails (st o Luwall Of oo <Gl Sl i sy =i Iperformance, not average performance
predictability Timing © The time that i sill §uill 26(Sa] telalll buw gia Guls  Toualll elalil ¢y saige cymio Zigoine
Llae elyall allill 4ullaiy dll s oll the system requires to perform an operation should exhibit little variation
It ) oluadl Jguo cudgll 1ia o 6<s of s © Such time should be easy to compute [ ligils lyla el of cany
oalll 4 5sall wllaally jilu o i J! ¢ .should not be affected by other parallel operations in the system
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deiai 21, dudall widgll , oIl 4liliy uS by Prof. Edward Lee) 20 Real-Time and Composability) . Usil! o
.on depends correctness System s Logical correctness: system produces correct results: : Jle albill iain
Temporal correctness: system produces results at the right ¥ .iaias il aUsill gy :gg\mr o geall
Timing (real-time) analysis = verify temporal .wliall sl o il alkall ity :g‘m}” olgall [ .time
wSLill JU Jldad oy 5 ¢ ddliadl La bl e dgio 3T dasall e 38aill = )gum g gl L;5( <uid oill Julai .correctness
isolation in subsystem each s e (e J3aes o8 alli JS (e 33a1ll analysis composable want we | Ideally

o LB s 1ia ¢ Ball e gul o6 3887 00 das Jelaall Verifyl® [ Then verify that there interaction is correct
practice in hard very is this ,Unfortunately Main issue: hardware and software... ... Lloall Lu,lonl!

ialail oy 3Sidall sliaayully 8 5adll o)l g0 tiruwgi 1l £l resources shared among multiple subsystems

Badais dye o8
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