iaeaall Loaluilll Systems Embedded Embedded system: computing systems designed Lalail 1 yaiaall alaall
otre oyl leaasll Lw galll .purpose specific a for o Ke J< o iasaall Lalailin leverywhere are systems
Embedded 2 Embedded Systems are getting more complex ST tiacnall iakiilll cingal luyiai Modern
high-end cars have over one hundred processors. gl ils (1o ,':sf le 8, shiall Ziaadl ool ) Ll (s gin,
Increasing number ofsensors, actuators, smart control, GUL.. £Sill oS aally ladiwlll 55l sae 50l
L}sm O] PP PR EP UM | FEX SN | _JWI&.QA.U « (Saill. .fusion data Intelligent F-35 Lightning Il Helmet
Mounted Display System sisa e wiiia e allai Optical Track. s ad! ;Lusll. ... are more
Interconnected ... S | Ut yi Command-and-control network — real-time integration of vehicles, people,
command. sslalls o lailily S pall auiall wdyll & JolSall - (Sailly s0Lall i<, Geotagging: useful or
scary? 4 + SCigsa al wie il aall wlllall o s @ Many other examples e 2alall 2ub (5 ,alfl alialll (o ayaall
Grid Power— agl! Lalaalll Medicalsystems— Jiill Transportation— — Etc. CPS — the next evolution CPS -
5 Wl ,skill J Cyber-physicalsystems: integration of computation with physical processes. Still build on
top of embedded computing systems. Interaction with the physical environment is promoted to a “first
class citizen”. diacaall dpw sall Laliil Jie (5 o3 Alall llaall to oluall JolKi o Call iyl pll 2alulll 5 245
sl 2yl e el il dpaladl 2zl g Jelanll 3500 03 . s JIsi JI". Promotes interaction and integration
ofsubsystems 3 o JoKilly Je il 5352 Lalzilll dee il ¢ Classic safety-critical embedded systems: black
boXes ¢losuall Golivall iallull Lo yall Laglll Laliilil dasuall 1Sl IN 13 © CPS: white-boxes, open
protocols CPS: iy )l Glaglll guliall cLoagd! « cull S giss ,! 4 sidall: :goals Main [ Co-design the cyber
and physical part of the system alWsill o0 solally < &S, LiT 5 5 5 olruldl ¢ 3all siauni ¢ [ Engineer a
“system of systems” "tuwaia” Al iakilil CPS applications wliuli CPS Several new application only
possible thanks to the CPS revolution! & ¢i Juads laid 1iSas sugaall kil e yaall '{CPS Integrated
operating room: seemingly connect medical devices, plug-and-play functionality guy :ilsSia wllec 46,2
Jusdally Jram sill 23l gs Ly i 2ulall 3542011 o — Currently: a cable mess «uUSI & ponsé :Lils — @ Smart
power grid: predict and response to varying conditions in supply and demand of power. :4Sill asUall i<ud
Akl e lblly s yall 805 ,4aiall @ 85 Ll 2ylaiwlll 3ua1ll. @ An other ignored requirement for sustainable
energy... 6 Loluiwall 2ilall J alalai o5 AT L. CPS applications wliuki CPS Other application are an
evolution of existing systems. iailall ialilll | 4l o ,alll wliykill. Unmanned Arial Vehicles 5Lk o s
Arial =< o Autonomous Vehicles 7 sslill ali oS 5ol CPS Requirements wldlis CPS 8 ;LI Safety 1.
= All such systemsinteract with the environment. £ &l xs Ladailll sia e Jeldti. [ System failure can
have catastrophic consequences. [f Loia 5 il ge allill Juddl o< L-,f oSy [£ System correctness depends
on both logical results and the time at which results are produced (real-time). o JS e allill inin soia
elof .)gg.hll <ud ol Sl Lo L] s peilinll s oy 5S gdll e gll g aushaiall mSlisll Performance 2. [« Safety is
number#1 requirement, but we still need to achieve sufficient performance. « 1# (&, wllliall ca Zallull
elal @‘54 L saiai Jlialay W L Wit 1 Many systems are resource constrained (in either weight, power,
cost, etc.) © inll Jduiadiall L0 ). al]  8Sal 5T 55801 oF o58l1 8 ol 95l salli Basie 2aliilll e syl
Interoperability 2. [ Individual subsystems connected by open protocols. [« ileaiall 1,3l due il Lalkiill

ia gide I S i u. CPS as multidisciplinary approach wlaaxsill sasis ¢S CPS 9 CPS design requires
competences in... praai alleiy CPS jisnaSll dwaia .. & wl-liS Architecture Computert £ CAD &
Embedded Design CAD syl dwaia prawnilly oaunall Engineering Softwarels! (<~i Controlis) 3aaill
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L?_MUJI Verification Formalr ‘;mall <l Julai Analysis Time-Real ... plus whatever engineering field(s)
are related to the design of the plant/actuator. ... / gias prowat; dagiye duwaia Joudllas( Jlas g;f S alallly
Jaiie Problem: all such field and subfields have very different design & development conventions.

his ddling yghaig prowad wlallaial L die 8l Jsially Jsiall sia JS :aI<is]l Perhaps we need a new science
of CPS design? preail sjua (le Jl zlisi Loy, CPS¢ CPS Challenges — Design Abstractions «wlay ;a3
roaill - CPS wluas We could argue that the biggest design challenge is in abstractions — the entire
ECE design is a stack-based process. prawai J<II — wy52ill 3 oSy pranatll 5l guatll oy Jolas of Wiy
ECEuaSall Jle 4aild idac sa. @ Unfortunately, most such abstractions do not directly encapsulate
characteristics of the environment such as: il J<uiy @ aali JI wly il sia (Bas ol ¢ Ball ¢ gl

ool s Jie 2l Lailias Concurrency— isaglil Criticality— wié s Timing— e It is very hard to predict if the
cyber part will meet the requirements of the physical part! 10 @ g/l e 5201 IS 1] Loy $uiill lan oauall o
EX] NS eN | RES AN G-.L‘.Lu' Current Design Flowlall .a.aill 3401 J The picture below exemplifies a typical
design flow for an avionic subsystem. okll o<l e 58 allil o) sal prauad 3dad sbial 8, 5eall 2 8-
Analysis is required to verify that requirements are met. wllhiall cligiw! oo 38aill O sllae Julaill. Analysis
can only be performed after implementation. Recipe for disaster! ifs g .ddiill way JI Jdaill elyal o<y JI
11 143, J Current Design Flowlad! vaaill 3éas J The picture below exemplifies a typical design flow for
an avionic subsystem. olhall iU e 58 allill oo sad prawai 3aad sbisl 5, guall r—=si. Analysis is required
to verify that requirements are met. wldkiall clyiw! ;o 3iaill gl Julaill. Analysis can only be
performed after implementation. Recipe for disaster! 12 !4, Kl ddn g .ddiill aay JI Jdaill ehyal o<y J!
Reliable CPS: notso much! CPS ! 3sise: Sl L In 2007, 12 F-22s were going from Hawaii to Japan.
22 5lyk e 84l 12 wuilS ¢ 2007 aleFo Ll I slsla e 2gaie. All 12 experienced multiple crashes. i yai
alle aa s JI8oaaie Bulgal 12 JI ares navigation NOIT o sé sl due 48 iakil ua g JI subsystems fuel No®

33 gaaae culllail communications Limiteds) ae L r-' Jeadill ssle] help t'didn Rebootingsl F-22 has 1.7 million
lines of code. 22 wlaglaill oo sl ossbe 1.7 e Fasas ,dl s 5iny. F-22 Raptor CPS Challenges- Safety
wLuaiCPS - 14 Lalull Safety is hard to guarantee in interconnected and interdependent systems. ily!
1.9 bl flas coriay 5 5 5 all Ladaali! » wwally iyl Do not trust communication channels. Jlaill!

< &1 JI 5 ¢ wlsid . 1 Ex: medical plug-and-play initiative is looking to interconnect medical devices
using wirelesstechnology. [ alaatul dudall 5 3ealft Ly, I dgcall Jyaially Jyon sill 5 j0lee plbois :Jliall Jyw e
LSLul¥! La ¢l giSill. [ Problem: what happens if somebody jams the signal? [« als 1] asy 1ils <ol
Jiws J<iy Ll = alli JS 0 of way S5,LalN iy gy Lo aasd. .safe independently be must subsystem
Eachis 2. Do not trust the users. < i J! 5 s aaatwall 5. ¥ Users are an (unfortunate) part of the
systems. . seasimall ¢ 3a( Guwde ) iaLuilll [ Users are very error prone: over 90% of avionic accidents
are caused by flight crew/controllers. b Ll ;e £ail U LI @ulsa 0 907 Ny o sl Linye ygosdiuall |
Saill wlia g / (ilkll. System must be protected against user mistakes wiay loa alliill e claaf padiwall
CPS Challenges- Safety = LaiCPS - 3 Zallull. Do not trust lower-criticality subsystems. .4 & 3t JI
Lniaiall Leglll ol 2o ,ill 2akilil. [© Medical pacemaker composed of multiple subsystems. ISR VEN
Bodaie Le,d ekl e o oSy sl il ol . [ Life-critical functionalities: base pacing, wiring, battery [
agyUadl ¢ il ¢ 2w Ll e ! :3liall 5 a5 5 2 Non-—critical functionalities: adaptive pacing, logging,
programming, RF communication. 5 culllaily ¢ daeyully ¢ Jiawilly ¢ 48Kl de yuull tiaall e (iU I
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LSLulYl wlasill. [ Protect life-criticalsubsystem. [ slall sl e 540l alliill 44laa. Pacemaker 15 CPS
Challenges- Safety «wLuaiCPS - 3 iallwll. Do not trust lower-criticality subsystems. .4 Ladulll & Bl J!
Ladaiall z_!.‘,@_lfl wli 4o il [1 Medical pacemaker composed of multiple subsystems. £ wl yuis (ki 5l
Badais dye 53 FNY] o Oy g.gla.” lall. ¢ Life—critical functionalities: base pacing, wiring, battery s _ailk 4
G, Uadt ULl ¢ 2o Ll Lol :3Lall 4 sen €1 Non—critical functionalities: adaptive pacing, logging,
programming, RF communication. [ cullaily « dae il ¢ Jiawilly ¢ L&l Lo pull :da all e &Il
LSLuwl¥l wlaa yill. [1) Protect life-criticalsubsystem. [f sLall ¢ yall gcful ‘,Uaﬂl Llaa. Pacemaker 16 siaill
sleialllsCertification & Verification 17 How do we ensure safety? cow, Il 3iaill &S auai Sdallull
Verification Formal 1. i) Build a model of the systems. .¢liy zJ goi LLil¥ [ Prove (mathematically) that the
system satisfiessome safety property. [t Lallull jailias (aay Gy ol of Ml ,( eudl. © Problem#1: no
good model for the whole system. [ MRS allaall sis migad aagr JI 12 # a<uiall. 1) Problem#2: model is not
implementation. .sslgd Suall # 2: 5 goill Lul liis Certification 2. [ Usually a process-based
mechanism: show that you have performed all process step according to some standard . il & <i L sole
2 whlial pacaly Lo sole ulaall Gaayd ey 5ska llaall pran cuyjal a8 dlif il iylaall Jle 2ails. .testing
extensive includes Typically’s laa (815, .expensive Verysl CPS Challenges- Integration «wbuai CPS -
Jesill Putting the system together is much more challenging that implementing the L alsill apend aay
2,41 2o Hall Lolailll 34dis oo 4y saen LiST .sUbsystems individual Quiz (avionic systems): can you guess
what % of $ goes in implementation vs debugging? dewi!l cpesi cliSay Ja 1)kl el s i<l takil( ,Lisl
20 Spnai Jilae dyauill & aadi il $ o 451a11% Implementation 80 1.4ii% Debugging & Verification mis.ai
Giailly <Walll Avionic Development Cost okl wsluis ;i<I] 4 ki 43I<5 @ Individual productivity
forsafetycritical code is reported as 6 lines/day! ® {iasyull wlagdaill e U o3y dallull 240 ,al1 dya Lal])

18 ta sy / slowl 6 il Jle 2a,all — F22: 1.7 million lines / 6 = 776 man-years — 1.7 22:F776 = 6 / jhuw ¢ 51lo
Jee 4w — Perhaps the US$66.7billion program cost is not a surprise... 1l<s gséﬁfv,]ly 5lle 66.7 Lo,
lalie zol,d! ... @ Clearly the design process must be improved... ® Zlae fpuwai iy al sl e
poaill ... CPS Challenges- Timing Predictability . silly §uill 4il<a] - CPSwlaai The biggest
architectural challenge. <! s leasll suaill. The lowest abstraction layer (transistors) is pretty
deterministic — we know how to compute exact timings. < 2 oai — Laia dlian Yool giw 3l Wy ,ad &k u_uf
gl o lig gill olwa 445, However, higher levels lose all concept of timing. uJ.o.lfl Slisiwall Hli el pag
wdgill a g¢de JS aadi. 11 Deep pipelining, caches, out-of-order and speculative execution... Wil b glas
3481 4y liaally iyl mhla « calaall ¢ 244eall... € Thread models, locking, interrupts... [f) ¢ Jaall ¢ lyall z3le
wlak el ... This is fine for general purpose computing, but not for CPS — the physicalsystem uses real
time! J ud o<l ¢ dalall ol diwgall aga ia CPSLadll cus gl sulall allaill ausiuy! (by Prof. Edward
Lee) 19 CPS Challenges- Timing Predictability < silly 5uill 46lKs] - CPSwluai We need to ensure that
computation alwaysfinishes within guarantee time windows-> We are interested in worst-case
performance, not average performance! itis; «lyid o gun o Ladls (s#ii o lwall Of o0 sl Slialsy o
cad gilly 3uill 2nlSa) teludil L sie Gurly ¢ Toudll lull o goigs i 4igacas predictability Timing © The time that
the system requires to perform an operation should exhibit little variation iilae ¢lyall aUsill qyllaiy 311 gl
liyil lyly ek of sy ¥ Such time should be easy to compute ¥ o luall Jguw i sll 1ia o6 of cang [ It
should not be affected by other parallel operations in the system. [ chiJf' L3lgall wldaally JJL._. of (i J!
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allill . (by Prof. Edward Lee) 20 Real-Time and Composability weisi 21 ; gidall wisgll 5 ol 2lEy S
le allill isa: :0n depends correctness System [ Logical correctness: system produces correct results.
¥ dagais il alill misy ¢ ikiall ol suall. 1 Temporal correctness: system produces results at the right
time. [ cowliall =g ql! ga C_.L... {;Llaﬂl ey :gi.cjﬂ wlsall. Timing (real-time) analysis = verify temporal
correctness. S ill JUl Jllai a5 ¢ adliall Lalll e Ligie 3l daall (o Biaill = ) ladll cafoll 8( s gill Julas
analysis composable want we ,Ideally s ¢ e J32es o 8 alli JS (e 33all isolation in subsystem each
Verifylsl ] Then verify that there interaction is correct o LG Can 1ia ¢ Ball e gul o6 3885 e dais Jeladll
P PO | b SR PUN | BRI practice in hard very is this ,Unfortunately Main issue: hardware and software
resources shared among multiple subsystems. iakil s &S idall liaa yulls 5 5gadll 5,50 i Il 2l

Boaaia dyge 8.
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